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high-end security products, we manufacture 
one-stop turnkey solutions for industrial im-
age processing of cards, coins and banknotes, 
tubes and other products. moreover we de-
velop and produce innovative systems such 
as micro-chip die sorting, flexible solar cells 
or carrier tape equipment for specific niche 
applications in the semiconductor back-end 
area (semiconductor related products), as well 
as labeling and marking systems for trace-
ability of electronic components (traceability). 

Business unit Parts & Systems

mühlbauer’s parts & systems segment pro-
duces high-precision components both for 
the manufacturing of mühlbauer products 
and as a supplier to security-sensitive indus-
tries such as aerospace, motorsports, semi-
conductor and medical engineering.

Id cards and other card related security 
documents, and fully automatic border con-
trol systems. the business unit tecurIty® 
bundles the extensive know-how of the de-
velopment of tailor-made security solutions. 
In the last 30 years we have been intensively 
involved in over 300 government related Id 
projects across the globe. 

Business unit automation

more than 100 different standard and custom-
ized products and intelligent software solutions 
for data enrollment, border control as well as 
personalization and production management 
are the core of the business unit automation. 
the division is responsible for the development 
and manufacturing of mühl bauer technologies. 
In addition to systems used for high-quality 
document production and personalization in 

Single-Source technology Partner
mühlbauer Group is the only globally act-
ing single-source provider for end-to-end 
production of solutions and systems for the 
smart card, epassport and semiconductor 
industry. We incorporate significant compe-
tence in providing optimized and state-of-the-
art technology as well as customized equip-
ment. our products merge the main three 
factors for our customer's success story:

 � In-house development and research
 � In-house production and assembly
 � In-house training and technology transfer

Business unit tECuRItY®

mühlbauer specializes in innovative one-stop 
solutions encompassing the production, 
personalization and issuance of epassports,  
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global Challenges for Border Management
one of the effects of the globalized world is 
the constant increase of travel activities world-
wide. the annual rise of roughly 3.7% in pas-
senger volumes will result in a total of 7.2 bil-
lion flight passengers by 2035 (source: Iata).

Development of flight Passenger Volumes

management organizations and authorities 
at airports, seaports and land border control 
points are in need of solutions to cope with 
this development whilst at the same time pre-
serving security standards. passenger satis-
faction depends on the facilitation of border 
crossings by speeding up the processing 

Effects of automated Border Control Systems
one of the key benefits of aBc systems is the 
increased capacities for border clearance by 
enabling the more efficient use of the existing 
– and in most cases optimized – infrastruc-
ture. Instead of effecting cost intensive mea-
sures such as the expansion of the terminal 
infrastructure, the investment in aBc systems 
allows for a faster and more efficient process-
ing of passengers, leading to decreasing 
queuing times and lower levels of congestion 
with given amount of staff and space. cost 
reductions are effected by the installation of 
self-service checks instead of desk-based 
checks. additionally higher verification stan-
dards are implemented for the traveler's iden-
tity and his travel documents, including the 
matching with biometric information.

Introducing Integrated Border Management
a first step in enhancing facilitation and effi-
ciency is the installation of automated Border 

IntRODuCtIOn tO BORDER ManagEMEnt
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despite the higher volumes and enabling a 
more convenient traveling. due to interna-
tional threats and trans-border crime, how-
ever, security measures have to be enhanced 
in order to quickly and reliably verify travel-
ers’ identities. Future border management 
systems therefore must manage to quickly, 
conveniently and cost-effectively handle low-
risk passengers while reliably identifying and 
separating potentially high-risk travelers.

threats and Challenges for Border Clearance

control systems. In order to ensure effective 
processing next to highest security long-term, 
they integrate global information systems and 
latest standards of aBc solutions, and comply 
with international regulations and guidelines. 
Integrated Border management systems are 
equipped to include any relevant information 
systems, manual inspection and next genera-
tion aBc during the border crossing process, 
following standards leading to global inter-
operability and security.

global Interoperability
Whereas border management systems en-
sure facilitation and efficiency nationally, 
worldwide security can only be enhanced by 
their abilities to interoperate globally with dif-
ferent information systems including name 
records, advance passenger Information 
(apI) systems, visa information systems, in-
ternational databases and watch lists such as 
Interpol databases (sltd and dial-doc) and 

latest technologies
In order to cope with these trends, establishing 
latest technologies has become essential:

 � automated Border control systems (aBc 
systems) efficiently perform the border 
control process thus expanding the control 
capacities within a limited investment.

 � Innovations like 3d face recognition allow 
for an even more accurate authentification.

 � the increasing amount of epassports and 
next generation emrtds serve to enhance 
security and facilitation during the issuance 
process and the use of the document.

 � advance passenger Information systems 
are integrated to capture extended data of 
the traveler and receive the information well 
in advance of his arrival.

 � the border management systems match 
the data with international watch lists in-
forming about stolen documents or other 
criminal background.

the schengen Information systems (sIs and 
sIs II). Furthermore the border management 
system must be designed as to be able to 
process different kinds and generations of 
travel documents according to the interna-
tional standards. Flexibility, also with regard 
to integrating future standards, is essen-
tial in order to establish global cooperation 
amongst authorities and agencies.

Source: IATA
IllEgal 
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eMRtD
electronic machine readable travel docu-
ments (epassport, eVisa or any other elec-
tronic Id document accepted for traveling 
purposes) allow for the reliable identification 
and verification of the traveler. the interna-
tional specifications for emrtds, according 
to doc 9303 published by Icao, ensure that 
documents complying with these standards 
can be read with any suitable device or aBc 
unit, thus enhancing security and facilita-
tion throughout the whole processing. next 
to the mrZ (machine readable Zone) which 
has been established to simplify the captur-
ing of the document information, the emrtd 
holds a storage chip containing the holder’s 
personal and biometric data. By using latest 
pKI (public Key Infrastructure) solutions, the 
documents are increasingly better protected 
from fraud. 
With the lds 2.0 the latest generation of 
epass ports is to be launched. Whereas cur-

Visa Information Systems
Visa information systems serve the facilitation 
of visa applications and support border clear-
ance authorities to avoid fraud and – in case 
of the schengen states – “visa shopping” 
(applying for visa to further schengen states 
although a first application has already been 
rejected).
the system contains all the information re-
garding visa applications, issuances, rejec-
tions, annulments and extensions by the au-
thorities in charge. It collects the personal 
and biometric information of third country 
applicants intending to enter the country 
thus enabling authorities to quickly and eas-
ily verify the identity of the visa holder during 
the border clearance process. the verifica-
tion is carried out by reading the traveler’s 
fingerprint and matching it with the data 
stored in the visa information system ensur-
ing that the person who applied for the visa 
is the one holding it.

InStRuMEntS Of BORDER ManagEMEnt
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rent epassports are limited in their functional-
ity, the new lds 2.0 is an enhanced emrtd 
with chip applications which are able to hold 
eVIsa and advance passenger information in 
order to secure fast access, and can serve as 
token for temporary travel records.

eVISa
the visa has become an essential part of the 
border control process, since it is getting in-
creasingly important to receive further infor-
mation on the traveler well in advance of his 
arrival. Border management solutions there-
fore have to efficiently integrate the visa into 
the control process to meet the overall chal-
lenges of increasing traveler volumes but also 
allow for facilitation for the passenger. espe-
cially eVIsa form a convenient and efficient 
alternative to the standardized visa appli-
cation procedure where the traveler has to  
apply at embassies in advance or at least has 
to queue at ports of entry where visas can 

advance Passenger Information Systems
In order to cope with the increasing interna-
tional challenges and threats, advance pas-
senger Information systems have been intro-
duced to provide information on the travelers 
well in advance before they enter the coun-
try. during check-in the personal data of the 
passenger, together with his travel document 
type, the country of issuance and the docu-
ment number is required. the data is submit-
ted to the authorities of the country of desti-
nation who match the data against databases 
and watch lists, enabling the facilitation of 
border control and avoiding illegal entry.

watch lists and Databases
Watch lists are information systems with 
comprehensive databases, collecting rel-
evant information. Governmental authorities 
have access to national and international 
watch lists to prevent the entry or exit of want-
ed persons or to identify stolen documents. 

be issued. the document contains informa-
tion on the applicant, the duration and the 
purpose of the stay, as well as a mrZ, which 
has to be read separately from the verification 
process on entering the country, leading to 
longer processing times. In order to render 
the process more efficient the applicant can 
apply for an eVIsa online at a web portal by 
transmitting his personal data which is then 
stored in the central visa database. no certi-
fication or stamp has to be issued, the appli-
cant only receives a soft copy via email. dur-
ing the verification of the epassport, the data 
is automatically matched with the visa data-
base to check if the traveler has a valid visa, 
thus significantly reducing processing time 
and enhancing passenger facilitation.

Examples for watch lists are:

 � Interpol terrorism Watch list: Informs on 
fugitives and suspected terrorists

 � Interpol stolen and lost travel document 
(sltd) database: links missing travel docu - 
ments to fugitives

 � edisontd: holds genuine examples of 
3000 documents from 206 countries

 � dial-doc: shares new counterfeiters among 
G8 countries

 � schengen Information systems (sIs and 
sIs II): hold information on wanted and 
observed persons, missing persons, un- 
wanted persons and objects, and items 
such as weapons

Eu
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  2005 InItIatIOn Of BaC

the Basic access control (Bac) system 
protects the data stored on the chip. 
reading devices receive access only  
after reading out the mrZ and gene-
rating the key with this data.

 1980  StanDaRDIzatIOn Of MRtD

Icao standardizes traveler documents with the 
release of Icao 9303 W/mrZ standard. the first 
mrtd is introduced one year later, integrating 
the personal data in a format to be automatically 
read out.

     2002  IntRODuCtIOn Of autOMatED  
  BORDER COntROl unItS

the first aBc units are installed at airports to imple-
ment a time and cost efficient verification process 
based on biometrical information.

 1995 IntRODuCtIOn Of SIS

the schengen states launch the schen-
gen Information system (sIs) for the au-
tomated distribution of information about 
wanted individuals. It is enhanced by bio-
metrical information in 2013 (sIs II).

     2002  launCh Of IntERPOl watCh  
 lISt anD DataBaSES

Interpol launches the terrorism Watch list for in-
stant secure access by authorized police agencies 
worldwide to receive information on fugitives and 
suspected terrorists and the stolen and lost travel 
documents database to avoid document misuse for 
terrorist activities.

     2009  EaC BECOMES ManDatORY  
  In thE Eu

the extended access control (eac) system adds 
to the Bac by verifying the genuineness of the 
chip and protecting the access to the more sensi-
tive biometrical data stored in the chip.

 2004 IntRODuCtIOn Of eMRtD lDS 1.0

the first epassport is issued including an embedded 
chip containing the personal data and biometrical infor-
mation of the holder.

     2014  IntRODuCtIOn Of SaC 
 In thE Eu

the supplemental access control (sac) is 
an advanced mechanism enabling the more 
secure access to data stored on the chip. By 
2015 all newly issued epassports in the eu 
have to support sac.

  2015 IntRODuCtIOn Of lDS 2.0

the next-generation epassport lds 2.0 contains 
further applications such as eVIsa and advance 
traveler information. First reference implementa-
tions are planned for 2015.

<< MRZ <<<<
000123456 <<

Eu

2.0

     2015  DEaDlInE fOR ExPIRIng Of 
  nOn-MRPs

according to Icao standard 3.10.1 all non-machine 
readable passports must be out of circulation by 
november 2015.



IntERnatIOnal StanDaRDS, PROgRaMS & guIDElInES 
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Resolution 1373 

the events of 9/11 caused nations worldwide 
to focus on the importance of comprehensive 
border control, initiating the current develop-
ments of the security industry. the necessity 
for improved border clearance, advanced 
travel documents and global collaboration 
became apparent. the un security coun-
cil resolution 1373 obliges member states 
to take actions against international terror-
ism by effective border management and to 
enhance measures for the control of travel 
documents and the prevention of forgery 
and counterfeiting.

schengen  
BoRdeRs code 

the code defines key rules for the manage-
ment of borders to be followed by the schen-
gen member states in order to effectively pro-
cess border crossings, facilitate legitimate 
access to the eu and manage entry require-
ments and visas. due to the abolition of 
checks at internal borders, unified standards 
are introduced at all external eu frontiers. 
the code moreover regulates the extended 
cooperation between member state authori-
ties and initiated the creation of the schen-
gen Information systems (sIs, sIs II) and the 
Visa Information system (VIs).

chicago  
convention annex 9 
Facilitation

the chicago convention (1944) established 
the international standards for the coordina-
tion and regulation of international air travel. 
the standards and recommended practices 
(sarps) are specified in the 19 annexes to 
the convention. annex 9 focuses on functions 
and procedures related to the border clear-
ance process in order to help management 
organizations and authorities (e. g. contract-
ing states implementing the standards) to 
optimize border control, and to achieve and 
preserve highest security standards, interop-
erability and effective law-enforcement.

Best PRactice  
guidelines FoR aBc

the guidelines have established themselves 
as the soft standard for the design, the de-
ployment and the operation of aBc systems. 
they define the benefits and basic require-
ments (including key components such as 
physical barriers, document readers and bi-
ometry capture devices) based on a coordi-
nated exchange of experiences, in order to 
ensure efficient border crossing and highest 
security standards. the focus of the guide-
lines is on aBc systems used by eu citizens 
with Icao doc 9303 compliant emrtds.

document 9303  
machine ReadaBle  
tRavel documents

Icao’s doc 9303 defines the standards and 
specifications emrtds have to comply with, 
such as the needed personal and biometric 
data of the holder, the mrZ and the security 
measures regarding data access (Bac, eac, 
sac). the major goal is to reach global in-
teroperability of (biometric) identification and 
verification methods, thus ensuring efficient 
border crossing and worldwide security. doc 
9303 is constantly enhanced with new speci-
fications such as next generation emrtds 
(lds 2.0), containing latest security features 
and technologies for secure data storage in 
order to prevent counterfeiting and fraud.

smaRt  
secuRity  
PRogRam

smarts envisions an uninterrupted passen-
ger flow through security checkpoints at 
airports. security resources are allocated 
and optimized, enabling a real-time risk as-
sessment without inconveniencing passen-
gers unless potential threats are identified. 
the program signalizes the development 
towards comprehensive solutions dealing 
with increasing passenger volumes, whilst 
ensuring a faster, more convenient process 
flow for passengers, improved customer 
satisfaction and less delays for airlines, max-
imized operation efficiency and revenue for 
airports and advanced methods to preserve 
overall security for governmental authorities.
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thRee-layeR solution

the three-layer solution approach forms the 
technical basis to scale all systems according 
to the capacity requirements and to create a 
standardized border clearance procedure at 
country border points. the soft- and hardware 
systems are created as modular components 
ensuring highest flexibility in the realization 
of projects and enabling solution updates 
due to technical modifications or changes in 
clearance procedures. the three-layer system 
structures the data and border clearance ap-
plications in a hierarchic format and focuses 
the solution supervision functions on the cen-
tral border management system.

glOBal lEVEl lOCal lEVEl fROnt-EnD lEVEl

thRee-layeR system

In order to provide the mB IdVerso® border 
management solution a three-layered software 
model has been created, which classifies con-
trol and management functions in:

 glOBal lEVEl

the central border management system ad-
ministrates relevant information for border 
clearance and integrates external information 
systems into the clearance process.

 lOCal lEVEl

the local border management systems ad-
ministrate the structures and information at 
country border points such as airports, sea-
ports or land borders.

 fROnt-EnD lEVEl

the border clearance systems aggregate 
software tools and peripheral devices to per-
form the verification process. 



centRal BoRdeR  
management system

applications for  
supreme border authority
the central border management system 
incorporates sub-modules, which enable a 
full control of the nationwide border clear-
ance process by a central function unit.
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laYER 1 – glOBal lEVEl

 wORkflOw ManagEMEnt SYStEM

the system manages the border clearance 
routines for:

 � Verification of document data authenticity
 � Investigation of individuals by matching the 
biometric features

 � Investigation of visas or other external data
 � Investigation of document authenticity

the verified data is provided (activated or 
deactivated) to front-end systems at country 
border points.

 CEntRal uSER ManagEMEnt

the system enables the definition of user 
groups and grants access to functions 
and data needed at the local border man-
agement systems. a controlled access to 
the workstations is provided for first and 
second line inspection and for the back-
ground systems. typical user groups are: 

 � Border point management team, having  
access to sensitive data and the related 
reporting functions

 � second line inspection officers with access 
to enhanced inspection routines

 � Inspection officers of the first line inspection 
with access to the basic inspection routines

 DataBaSE anD InfORMatIOn SYStEMS

the systems aggregate border clearance 
relevant data from the local border manage-
ment systems. a modern storage system col-
lects and structures data such as:

 � entry and exit information serving as 
source for the analysis of immigration rel-
evant aspects

 � Border clearance track record information 
such as the mrZ extracted information, the 
system user and the inspection protocol

 REPORtIng

reporting functions serve to visualize statisti-
cal information and to match data with infor-
mation stored in databases and information 
systems at border control points. the collect-
ed data supports the continuous improve-
ment of the overall border clearance pro-
cesses. the system provides information on:

 � entries and exits sorted by country and 
country border points

 � alerts on individuals who overstay
 � reports of system issues such as timeouts 
and non-functioning passports

 � traveler investigation

 IntERfaCE MODulE

the interface module operates towards sys-
tem-internal and -external directions:

 � In the system-internal direction it connects lo-
cal border management systems applied at 
country border points with the central border 
management system, provides them with 
relevant data and inspection routines and re-
ceives border clearance information.

 � In the system-external direction it connects 
to systems such as visa information and 
identity databases and implements them 
into the border clearance process.

1



local BoRdeR  
management systems

applications for superior  
border authority at border points
the local border management systems 
incorporate sub-modules, which enable a 
full control of the entire border clearance 
process at country border points.
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laYER 2 – lOCal lEVEl

 wORkflOw ManagEMEnt

the system manages the services needed 
for the operation of the country border points 
according to the defined requirements. It in-
terfaces to the central management system 
and implements applications such as border 
clearance routines and monitoring for:

 � Verification of document data authenticity
 � Investigation of individuals by matching the 
biometric features

 � Investigation of visas or other external data
 � Investigation of document authenticity
 � usage of defined disaster scenarios

 DataBaSE anD InfORMatIOn SYStEMS

the systems aggregate border clearance rele-
vant data from the front-end systems at coun-
try border points. a modern storage system 
collects and structures data such as:

 � entry and exit information serving as source 
for the analysis of immigration relevant as-
pects

 � Border clearance track record information 
such as the mrZ extracted information, the 
system user and the inspection protocol

 EMBEDDIng MODulE

the embedding module connects the front-
end devices such as:

 � manual border control systems
 � automated Border control systems (aBc 
systems)

 � Wi-Fi for handheld systems
 � monitoring systems
 � closed-circuit television (cctV)
 � signaling systems

It manages the devices and provides the  
relevant data.

 uSER ManagEMEnt SYStEM

the system enables the assigning of border 
clearance staff at country border points to 
defined user groups, relevant functions and 
data access. typical user groups are:

 � second line inspection officers with access 
to enhanced inspection routines

 � First line inspection officers with access to 
the basic inspection routines

an access control system allows for the au-
thorization of access to basic or enhanced 
inspection routines, local sensitive data and 
the related reporting functions.

 REPORtIng

reporting functions serve to visualize statisti-
cal information and to match data with infor-
mation stored in databases and information 
systems at border control points. the collected  
data supports the continuous improvement of 
the overall border clearance processes. the 
system provides information on:

 � entries and exits sorted by country and 
country border points

 � alerts on individuals who overstay
 � reports of system issues such as timeouts 
and non-functioning passports

 � traveler investigation

2
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laYER 3 – fROnt-EnD lEVEl

1 veRiFication oF  
 PassPoRt data

Inspection of data provided  
by the traveler

2 analysis oF  
 PeRson

Inspection of personal data: 
 � Verification of chip data vs. live data
 � Verification of watch list information
 � Verification of information by other 
countries and organizations

3 analysis oF  
 visa

Inspection of visa database
information

4 analysis oF  
 document

Inspection of document:
 � Forged data
 � Forged document

BORDER ClEaRanCE PROCESS

BoRdeR cleaRance systems

applications for first and second line inspections
the border clearance process essentially consists of  
various verification filters conducted consecutively to reach 
a decision whether the entry is legitimate. each filter is re-
alized by software based routines performing extensive 
analyses of the document and the identity of the traveler by 
using peripheral devices such as document readers, finger-
print scanners and face recognition systems.
If the analyses pass each filter, the verification is con-
sidered as fulfilled and the traveler is permitted entry. In 
case of falsification, the traveler is routed to further in-
spection. depending on the solution design the traveler 
experiences the border clearance process as:

 DESk-BaSED SERVICE

the traditional desk-based service is supported by verification functions and 
peripheral devices in order to perform the verification process within a manual 
procedure at a service-counter. the border clearance process can be split up 
into first and second line inspection: the first line inspection is performed at 
the desk with a standard verification routine set. In case of not acceptable 
results, the traveler is lead to the second line inspection. a specially equipped 
workstation allows for further clarification.

 SElf-SERVICE

the self-service procedure is performed by using an automated Border control 
system (single or double door gate). Based on the requested border clearance 
process a verification routine is created, enabling the automatic verification 
with regard to the four filters. the user is guided through the process where he 
has to present his document and live data, resulting in clearance. the clear-
ance process involves the local and central border management systems.

 On-thE-SPOt ChECk

the on-the-spot check is manually performed by officers using a portable veri-
fication device to verify documents such as Id cards and epassports. Border 
guards equipped with the device are enabled to verify documents and persons 
at any time without being limited to one specific location.

3
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fREQuEnt tRaVElER PROgRaM

acceleRated cleaRance

the frequent traveler program enables the accelerated 
entry for 3rd country travelers into the country issuing the 
access solution whilst reliably verifying the traveler. to 
participate in the program, the traveler registers his de-
mographic and biometric data at a point of service, such 
as an eterminal, and is provided with a membership card 
containing his personal data. the program can be cat-
egorized in three levels (basic, middle and top level) in-
cluding different services. 
similar to travel documents such as epassports, the card 
can be designed with high-security features according 
to international standards, protecting the document from 
counterfeit and fraud, and enabling the use of the card as 
substitute for the epassport at aBc systems included in the 
program. the three-layer system allows for the implementa-
tion of the frequent traveler program into several airports as 
well as land border points and seaports of one country.

Enrollment units aBC units Mobile units

Central Database

Airport Border

Airport Border Airport Border

Central Site

Central Border Management

local Border Management

analysis of  
Person & Document

analysis of  
Person & Document

Personal Data

MB FAST GATE
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External Systems

Border Clearance
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eFFicient cRossing

the automated border control system allows for the fast 
and efficient identification and verification of vehicles and 
pedestrians crossing land borders. registered vehicles re-
ceive rFId-tags containing a chip with information about the 
holder, the registered drivers and the license plate. upon  
arrival at the border, cameras capture the license plates 
while ultra high frequency devices read out the chip and 
match the data with the database. If more than one person 
is in the car or in case of falsification, the vehicle is directed 
towards second line inspection and checked manually.
non-registered vehicles are checked randomly by inspec-
tors using handheld devices ensuring the efficient and se-
cure identification and verification of the documents and 
the traveler. For pedestrian travelers, aBc units are in-
stalled verifying the eId card or epassport and matching 
the biometric data (face and fingerprint) with the registered 
data. In case of pre-registration the automated border con-
trol systems can also be used for customs clearance. upon  
arrival at the border, the windshield sticker is read out and 
matched with the customs database verifying the vehicle 
and the registered goods.

BORDER IDEntIfICatIOn & VERIfICatIOn Central Database

Land Border

Land Border
Land Border

Central Site

Central Border Management

local Border Management

Vehicle aBC units Pedestrian aBC units Mobile units

license Plate analysis
windshield Sticker analysis

MB Handheld Verification Device

analysis of  
Person & Documentanalysis of  

Person & Document

Border Clearance

External Systems
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FlexiBle authentiFication

mobile verification devices enable the most flexible identifi-
cation and verification of individuals and documents apart 
from specific border crossing points. officers equipped 
with devices randomly inspect passing vehicles when pa-
trolling along unsecured or lightly secured borders, at sec-
ond tier borders in a certain distance from border crossing 
points, or at seaports, railway or ferry traffic checkpoints. 
the random routine checks are performed with regard to 
illegal migration and expired visas but also to verify the 
documents and to identify the individual.
during the inspection process the handheld or getId veri-
fication device reads out the mrZ thus verifying the docu-
ment. In a second step the device connects to the local 
management system to transfer the data which is then 
matched against national and international watch lists and 
databases such as Interpol and schengen databases, en-
try and exit systems, and visa systems integrated in the 
central management system. natives can additionally be 
verified by reading out their biometric data stored in the 
embedded chip and matching it with the live data from the 
fingerprint reader.

MOBIlE IDEntIfICatIOn & VERIfICatIOn
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By using an individual token, referring to 
a dataset of enrolled and process data, 
the separate units are connected function-
ally. the dataset consists of a combina-
tion of demographic and biometrical data 
such as face, fingerprint and iris, as stan-
dardized by Icao. the token is temporar-
ily stored in the background system of the 
airport and the data is used for the valida-
tion of the traveler’s identity throughout the 
whole process on all biometrical interfaces. 
during the automated Fastlane process 
the passenger autonomously performs de-
fined process steps:

Step 1: Self-Enrollment & Check-In
the passenger enrolls at a common 

use self-boarding kiosk which reads out the 
boarding pass and matches the information 
with the data stored on the epassport. With the 
personal and biometric data provided by the 
passenger, the identity authentication is per-
formed and the temporary token is created.

Step 2: Operator assisted Enrollment
In case of operating errors or techni-

cal issues at the self-boarding kiosk an addi-
tional service terminal is provided where en-
rollment and check-in is performed with the 
assistance of service staff.

Step 3: Baggage Drop-Off
specific common use self-service 

units are provided for the baggage drop-off. 
the background system identifies the pas-
senger by matching live data with the tempo-
rary token, and processes the luggage data. 
the luggage is equipped with a physical 
token and the data is added to the enrolled 
passenger information dataset.

Step 4: Security Check
the security units separate the land 

area from the air area. once the traveler 
passes through the security check, he is au-
tomatically identified and the status “passed 
security check” is added to the dataset.

Within the air area, the temporary token al-
lows for the automatic authorization of the 
passenger for the use of duty-free shops, 
lounges and premium- and VIp-services.

Step 5: Border Control
the border crossing is performed within 

the air area at an aBc unit. the passenger’s bio-
metrics are captured automatically and matched 
with the virtual token for the reliable identifica-
tion. In a second step the data is matched with 
international watch lists in order to identify crimi-
nal or high-risk passengers. after verification the 
passenger receives clearance for entry.

Step 6: Boarding
on arrival of the passenger at the board-
ing unit, the background system auto-

matically captures the face biometrics and 
matches them with the virtual token. the pas-
senger can instantly pass the unit without delay 
and the dataset referred to by the token is en-
hanced by the status “on board”.

the FutuRe oF aiRPoRt 
tRaveleR management 

the mB IdVerso® Fastlane system guarantees the op-
timized process flow, based on the autonomous operation 
of each single process step by the passenger. new tech-
nologies, sustainable solutions and the efficient and reli-
able administration of passenger and baggage handling, 
border control and boarding meet the demands imposed 
by the constant increase of passenger volumes.

the solution combines three sub-processes based on the 
system of biometric data processing and management: 
automated Border control, on-the-fly security systems and 
self-boarding systems without any physical barriers. to en-
sure the most efficient use of the components, a compre-
hensive cooperation between governmental authorities, 
airport operators, airlines and the solution provider is es-
sential.
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IntEgRatED BORDER ManagEMEnt
ExtERnal SYStEMS

Integrated Border Management architecture
mühlbauer’s Integrated Border management 
solution architecture is based on flexible and 
customizable software modules. the design 
is driven by today’s border management 
challenges, international guidelines and pro-
grams such as Icao’s latest traveler Identi-
fication program (trIp), and best practices.
prior to implementing Integrated Border man-
agement, the basic specifications have to be 
determined:

 � Which different types of borders shall be 
supported

 � Which functions should be conducted at 
borders, e.g. manual or automatic traveler 
inspection, customs and goods inspection, 
etc.

 � Which are the major objectives of the Inte-
grated Border management system, e.g. 
shall there be entry and exit registration for 
more secure and efficient traveler verification

 � Which are the dimensions of the border 
solution, e.g. which traveler volumes must be 
processed, which external information sys-
tems, interfaces etc. must be incorporated

the modular architecture is designed in or-
der to provide tailor-made solutions for differ-
ent countries and customers based on their 
individual regulations and requirements.

Software layers and Solution Components
the different component layers allow for 
a broad range of solutions. simple check 
points, border posts or more complex aBc 
solutions can be implemented as well as lo-
cal or even global border management sys-
tems for securing airports, seaports and land 
borders nationwide. mühlbauer’s approach 
defines the basic layers and components 
connected by standardized and secured 
interfaces for highest security and system 
availability.

the bottom layer (local aBc system) of the ar-
chitecture contains all modules required to set 
up aBc next generation systems for emrtd and 
passenger verification. all software modules are 
securely integrated into the layer components 
representing functions such as controlling, lo-
cal databases for logging all the transactions of 
manual inspections and eGates, pKI and cer-
tificate handling for document verification. Kiosk 
solutions can be provided as well as sophisti-
cated monitoring systems.
the passenger layer of the local border man-
agement system covers a complete border 
management solution including extended inter-
faces to watch lists, apI systems, Interpol’s sltd 
and other police databases as well as large data 
management systems for entry  and exit data 
management and analysis. the general layer of 
the local border management system integrates 
the components, including sophisticated bio-
metric identity management and connects them 
with the global layer for a nationwide solution.
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MB faSt gatE 
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fully automated Border Control
the mB Fast Gate, designed according to 
the Frontex best practice technical guidelines 
for aBc systems, combines modern, cost-
efficient design and latest technology to ac-
celerate and secure border control. Based on 
a user-centric approach the Fast Gate sup-
ports all emrtd, epassports and eId cards 
and enables individuals to perform fully auto-
mated border crossing in a smart and rapid 
way.

characterized by a modular hardware and 
software architecture the mB Fast Gate 
permits major adjustments. Individual el-
ements such as various sensors can be 
easily replaced or extended according to 
the project requirements. due to universal 
interfaces and a highly versatile structure 
supporting all known aBc topologies, the 
gates can be flexibly integrated into any 
environment.

the Fast Gate provides high-speed multi-
biometric identity verification of individuals. 
Id documents are checked electronically 
and optically with regard to completeness, 
validity, correctness and holder authenticity 
in a fully automated way. live data is veri-
fied by matching it with the data stored in 
the embedded chip and on the document 
surface (autarkic mode), or with external da-
tabases such as the national database and 
watch lists (integrated mode). moreover the 
Fast Gate features automated reporting of 
all border crossings and logging for quality 
assurance.

Security against forced access
due to the modular concept, the mB Fast 
Gate achieves highest security standards. 
It allows for the combination with online 
video surveillance systems and various sen-
sors for security integrity. the comprehen-
sive verification process of individuals and 

documents includes numerous measures to 
avoid any manipulation or fraud, such as:
  
 � measures against identity and document 
forgery including the detection of docu-
ment manipulation, optical and electronic 
document forgery and biometric presenta-
tion attacks

 � physical security measures against forced 
access

 � Vision systems for the detection of double 
persons and forgotten items, and anti-tail-
gating measures

 � security checks of forced access in the 
eGate workflow such as authorization 
checks, document verification, the back-
ground system (query of warrant data-
base) and biometrics
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