


REPUBLIC OF GUATEMALA

In 2016, the National Registry of Persons (RENAP)
of the Republic of Guatemala awarded Muhlbauer
for the delivery of an overall of 6 million pre-persona-
lized identification documents (DPI) used for the
Guatemalan ID and Resident Card.

As main solution partner, MUhlbauer ensures the pro-
vision of polycarbonate Smart Cards in ID-1 format.
Accor—ding to the international standard ISO 7810:
2003 Identification Cards, all cards are equipped with
a contact-based chip with an EEPROM of 80 KB. The
multi-application card is endowed with a Match-on-
Card applet, which enables convenient and secure

ID-Card & Resident Card

fingerprint authentication, as well as with PKI and an
ICAO ID and travel applet.

Muhlbauer pre-personalizes all high-secure cards
and the chips they contain at the Technology Center
at the company headquarters in Roding (Germany)
and delivers them in batches to Guatemala. At the
RENAP headquarters in Guatemala-City, Muhlbauer
also provides all necessary support for a seamless
card personalization process with the desktop card
personalization system MB SCP 60 and the mid-vol-
ume personalization system MB SCP 1500.
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REPUBLIC OF IRAQ

DRIVER'S LICENSE & VEHICLE REGISTRATION

The Iraqi driver’s license and vehicle registration
project started in 2010 and represents the exem-
plary solution for the setup of a complete infra-
structure. The solution comprised a central data
site, a disaster recovery center in Baghdad and
20 decentralized sites. They are all equipped with
live data enrollment hardware and software, offline
enrollment units for the registration of the demo-
graphical and biometric data (fingerprint and iris),
high-end laser for the document personalization
and number plate pressing, as well as, for the
issuance of the finished documents. The data is
registered live, then processed and — depending
on the distance to the capital city — transferred to
the central data site either by VSAT or fiber optic.
2 million blank documents with high-end security
features are delivered from the production site at

Muhlbauer Germany to a central warehouse in
Baghdad. From there, the documents are distribu-
ted to the decentralized sites issuing the com-
plete set of documents, e.g. the vehicle registra-
tion card, the windshield sticker and the driver’'s
license, along with the license plates. The high-
secure software infrastructure comprises the com-
plete data management, personalization manage-
ment and data security.

The system architecture provides access to the
central data site by authorized governmental insti-
tutions via web portals. Thus, the checking of the
individual’'s complete registered and stored data is
possible. The authorities received handheld devices
for car inspections (taking place within assigned
checkpoints) which are connected to the central
database so that the data can easily be matched.
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MONTENEGRO

NATIONAL elD CARD, ePASSPORT, DRIVER'S LICENSE, MULTI-PURPOSE CARDS

The Montenegrin identity project, awarded by the
Ministry of Interior in 2019, is a best-practice exam-
ple for a comprehensive document solution. It
encompasses the delivery of a high-tech system
for the production and personalization of the next
generation of Montenegro ePassports and ID1-for-
mat ID cards, driver’s licenses and resident permits.
In addition to the development of individual security
design concepits for all the ID documents provided,
Muhlbauer ensured the seamless supply of blank
documents. The project’s scope also included the
delivery of a countrywide network of 21 high-tech
biometric enroliment stations and document issu-
ing sites, as well as systems for data management
and state-of-the art document personalization by

means of MB ALFRESCQO® Picture. The project fur-
ther comprises a central system for the issuance
of all documents and the set-up of software com-
ponents, e.g. the enroliment and issuing software
MB GET-ID, the personalization platform MB IN-
CAPE and a Public Key Infrastructure (PKI). All soft-
ware components are centralized in the Montene-
grin capital Podgorica.

As main solution partner to the government of Mon-
tenegro, Muhlbauer provided all necessary support
to ensure a seamless implementation of the pro-
ject. The system went live in December 2019 and
ever since then the authorities of Montenegro can
resort to a cutting-edge system for the personaliza-
tion and issuance of high-secure ID documents.

BIOMETRIC ENROLLMENT SITES (21)

ENROLLMENT H

MB GET-ID

PERSONALIZATION

MB INCAPE

PRODUCTION
MANAGEMENT

BLANK DOCUMENTS PERSONALIZED DOCUMENTS

® Passports

® ID cards

® Driver’s licenses
® Multipurpose cards

CENTRAL SITE

»
=

.4—> @

MB INCAPE

PERSONALIZATION WAREHOUSE
SITE

Wt ) g e Mt e e
HE ‘::‘: = 1t
| E ﬁ'— o R
== _ o . ml.ll.
JA .."""'“'" i)
o 1 _ BT R P B s caaan t
National ID Card Multi-Purpose Card Driver‘s License

ePassport Booklet ePassport

® Documents @ Hardware @ Software

66 1 67



REPUBLIC OF MOZAMBIQUE

ENROLLMENT &
ISSUANCE

DOCUMENT ISSUING SOLUTION AND BORDER MANAGEMENT SYSTEMS, ID CARDS, TRAVEL DOCUMENTS & VISA

In 2018, the authorities of Mozambique awarded four independently operable data bases for four in-
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REPUBLIC OF SOUTH AFRICA

In January 2016, the contract with the South Afri-
can Driving Licence Card Account (DLCA) of the
Department of Transport was finalized: It set off a
comprehensive project for the provision of the new
Live Enrollment Units (LEU) named “MB GET-ID
BOX” for the driver’s license applications in South
Africa. They replaced the outdated systems which
had been used throughout the whole country for
over a decade. MiUhlbauer was working in close
cooperation with a local company to deliver 1000
LEUs which were distributed among 406 Driving
Licence Testing Centers (DLTC) across all nine
South African provinces.

The project’s central effort was the development
of customized units within a short amount of time.
These units all have peripheral devices, such as
scanners, cameras and eye testing systems, per-
manently and securely installed in a specially de-
signed casing. The devices capture the applicants’

ENROLLMENT FOR DRIVER'S LICENSE

demographic and biometric (face, fingerprint, sig-
nature) data. Afterwards, an acuity and peripheral
vision test is conducted. The customized units are
designed to accommodate all existing back-end
system interfaces to ensure seamless replacement.
Moreover, a special and intuitive user management
was developed.

In order to monitor the LEU’s activity across the
country, a special control system was set up: It
tracks the coordinates, makes them appear on a
dedicated location map and checks the availably
of the units, as well as the entire infrastructure in
terms of failures in applications, services, servers
and devices. An additional part of the project was
the formulation of a successful change manage-
ment program. It included the conduction of a com-
prehensive training to enable the local partners to
operate the new systems and to train further opera-
tors in turn.
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REPUBLIC OF SOUTH SUDAN

NATIONAL ID CARD, ePASSPORT & VEHICLE REGISTRATION

The South Sudan BOT-project (Build-Operate-
Transfer), awarded by the Ministry of Interior in
2011, is the best-practice example for a compre-
hensive document solution. It encompasses the na-
tional ID card and ePassports, the driver’s license
and the vehicle registration system. The system ar-
chitecture (including a disaster recovery system for
producing and accessing ID documents at embas-
sies abroad) and the design of the polycarbonate
documents, which were determined by technical
and geographical requirements, were established
in close collaboration with the authorities at site.
With regard to a complete know-how transfer, the
local staff received comprehensive training during
the course of the project to ensure an autonomous
operation of the system.

The infrastructure comprises the central site, loca-

ted in the capital Juba, which process and manage
data of each sub-project, as well as ten decentrali-
zed service sites — one of them located in every
capital city of the ten South Sudan States — for the
enroliment of ID documents. The decentralized
vehicle registration sites, connected to the central
site by VSAT, are equipped with high-security prin-
ters and number-plate presses for the registration,
renewal and production of the documents. ID cards
and ePassports, however, are personalized in the
capital city.

Driver’s licenses are issued in a registration center
in Juba only, offering pre-registration and issuance
of new and renewed documents. For the verifica-
tion of individuals, documents and vehicles, the
traffic police have been equipped with ten mobile
handheld devices.
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SWISS CONFEDERATION

With the Swiss Military ID Card, MUhlbauer delivered
a card with a variety of integrated services (for ex-
ample time recording and various access functions)
apart from the identification of the card holder.

The scope of the project was the delivery of the
complete solution for the enrollment of demo-
graphic and biometric data and the pre-perso-
nalization and personalization of the high-secure
military ID card. Moreover, the complete software
structure was set up, including per-sonalization
management, data and document management,
data matching with the national registry, as well as
user management components.

A special solution approach is the biometric enroll-
ment by means of MB Self-Enroliment KIOSKS: Af-
ter receiving the conscription order, all recuits have
to undergo medical examination during which their
personal data are requested from the national regis-
try and processed by operators via webportal. The

MILITARY ID CARD

military recruits then perform the additional biomet-
ric enrollment (face and signature) themselves on
the MB Self-Enroliment KIOSKS. This set of data is
then combined with the demographic dataset. The
enrolled data is processed and transferred to a mili-
tary server at the central site. Additionally, data can
be enrolled via webportal for different user groups
(for example external contractors) meeting the high-
security requirements.

Every site is equipped with personalization sys-
tems, thus enabling the decentralized personaliza-
tion and issuance of the military ID card at site, right
after examination.

Via webportal, the administrator orders blank docu-
ments, which are equipped with state-of-the-art
security features from the central warehouse. Thus,
the personalization and issuance of the military ID
card can be performed autonomously and inde-
pendently from the central site.
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EXEMPLARY QUOTES

g “We really appreciate Miihlbauer’s work
which met all of our high expectations in terms
of quality and security of the complete national

ID card project.”

Colonel Henri Jacques Kienaka, Le Directeur de I'ldentification
Civile, Ministére de la Sécurité et de I'Ordre Public, Republic of the
Congo; Project: ID Card Issuance Solution

@ “Mdihibauer’s technology is fundamental
for our citizens to have a reliable identity
document.”

Margarita Velado, President of Natural Persons National
Registry (RNPN), Republic of EI Salvador;

Project: ID Card Issuance Solution

g “Miihlbauer turned out as very competent
and flexible and we feel confident with

choosing MB as a technology provider.”

Brigader Majed Shanon, The Manager of Traffic Project, General
Directorate of Traffic Police, Ministry of Interior, Republic of Iraq,
Project: Driver’s License and Vehicle Registration Card Personalization

ﬁﬁé “Miihlbauer’s solid expertise and client-
oriented approach were instrumental in the

realization of this very successful project.”
Giorgi Gabrielashvili, Head of the Civil Registry Agency of Ministry
of Justice, Georgia, Project: elD Card Issuance Solution

e “We are glad to have MB as a reliabe part-
ner; the technology and services provided by

MB have proven excellence.”
D. Flavio Ramon Brocca, IT Head of the Civil Registry,
Argentine Republic; Project: eGate

“ “We feel very confident with the technolo-
gy and services provided by Miihibauer and are
convinced that we made the right selection.”
Brig. Gen. Augustino Maduot Parek, Director General of Nationality,
Passport and Immigration, Ministry of Interior, Republic of South
Sudan; Project: Identity Document Issuance

gﬁé “We express our deep respect towards
Mdihlbauer for the reliable partnership.”

Giorgi Tepnadze, Manager of the Head Office, Operative Technical
Department, Ministry of Internal Affairs, Georgia, Project: eGate

m “Mdhibauer supported us in all matters in

a flexible and client-oriented manner.”
Carlos Lago Iglesias, Director de Imprenta, Real Casa de la
Moneda, Spain, Project: elD Card Personalization

* “Miihlbauer has proved to be a reliable
contractor and has given its full and perfect

support.”

Viktor Redcenco, Director of the Production Department, REG-
ISTRU - State Information Resources Center CSIR, Republic of
Moldova; Project: eGate

&N
!_::_g “We highly appreciate Miihlbauer’s sup-
port in this project. We feel confident that our

decision to select Miihlbauer was the right one.”
Jamoliddin Ubaidulloev, Head of Consular Department of the Minis-
try of Foreign Affairs of Republic of Tajikistan; Project: ePassport

-_ 5 “MUhibauer was in the position to manage
this project in a highly professional way.”
FrantiSek Male¢, Technical Director, Statni Tiskarna Cenin,

Czech Republic; Project: ePassport Personalization

5%! “We appreciate Miihlbauer as a reliable,
sc;lution-oriented, flexible and strong partner in
our ePassport project during all stages of plan-
ning and implementation.”

Slobodan Nedeljkovic, Assistant Minister, Head of Sektor, Ministry
of Internal Affairs, Serbia; Project: ePassport

@ “We appreciate Miihlbauer as a reliable,

solution-oriented, flexible and strong partner.”
Issac leng Kit Lai, Director Identification Services Bureau,

The Macau Special Administrative Region Government;

Project: ePassport Issuance Solution

. .
s

' “We feel to be in good hands with
Miihlbauer.”
Jacqueline Kwan, Assistant Director of Immigration,
The Government of the Hong Kong Special Administrative Region,
Project: ePassport Personalization

rﬁﬁ “We are very satisfied with the choice of
our manufacturer. The cooperation with Miihl-

bauer is trusting and constructive.”

Walter Valeri, Director Passport Production Center, Department

of Foreign Affairs and Trade in Australia, Project: Hardware and
Related Services for the Personalization of the Australian Passport

% “Miihlbauer has provided excellent ser-
vice and support for the recently completed
biometric enrollment of approx. 5 million citi-

zens in the very short time frame of 6 weeks.”
A.M. Kirunda Kivejinja, 3 Deputy Prime Minister / Minister of
Internal Affairs, Republic of Uganda,

Project: ID Card Issuance Solution
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RELIABLE PROJECT PARTNER

With our vision and our innovative solutions we
have earned the confidence of governments and
public authorities worldwide and we convince them
every day anew. We are committed to our cus-
tomer’s complete satisfaction and see ourselves
as their partners. Our most important values — trust
and reliability — serve as the central guidelines for
all our actions.

We convince by high speed, best quality and
strict customer orientation before, during and

after every single project. We guarantee compre-
hensive project planning, continuous risk ma-
nagement, effective monitoring and support until
your individual solution has been seamlessly inte-
grated into your infrastructure. These are the keys
to success of your project. Throughout all process
steps, we work in close partnership with all stake-
holders to ensure a smooth course.

Your trust is our greatest motivation to turn every
challenge into a success story.
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