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Agenda M Miihlbamer

High Tech International

= Security Concept

= Advancements Secure Document Production / Personalization
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M Miihibamer

High Tech International

SECURITY CONCEPT
@
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Security Concept M Miihlbhamer

High Tech International

How to make documents forgery-proof?

Put as much security Do it the smart way and
features in the documents create a security concept
as possible! for the document!
high document costs can be hard to verify best cost — value rate easy to verify
authenticity authenticity on the

basis of key features

‘ ) 5/8/2019
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Security Concept M Miihlbhamer

High Tech International

BASICS
O°OACI°/74:7 ICAQ: International Civil Aviation Organization of United Nations

= Definition of standards and best practices related to Machine Readable
Travel Documents MRTD (Doc 9303)

= Recommendations for security design and features (Doc 9303)

ISO: International Organization for Standardization

NS = Definition of standards for the physical characteristics of Identification
Documents (also Driving Licenses) with and without chip technology

= Standardized test models for life-time simulations

_ .‘ 5/8/2019
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Security Concept M

APPLICATION OF A SPECIFIC SECURITY CONCEPT

Optical variable
elements

Printing

Design

Material

Personalization

Miihlbhamer

High Tech International
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Miihlbhamer

High Tech International

Security Concept N

Security Design

(19% )

Optically Variable Devices

{ 15%)

Security Printing Visual Personalization Security

{ 15% ) <16%>
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Miaikellrzaney

High Tech International

Security Concept M

SECURITY ON DIFFERENT LEVELS

Can be recognized Verification handheld Only recognizable
without any tools or device necessary with forensic inspection
additional device methods or laboratory
. equipment

5/8/2019
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Security Concept

= Security Level 1:

LY

= Security Level 2:

20

= Security Level 3:

@0
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Security Concept M Miihlbhamer

High Tech International

One sophisticated security feature alone
does not make a document secure!

$

A comprehensive security concept
ensures the integrity of a document!
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Security Concept M| Miihibauer

High Tech International

CORNERSTONES

Quality Security

Durability

5/8/2019
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M Miihibauer

High Tech International

Security Concept

Wide range of features and possibilities
for creating a high secure ID document
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MB Alfresco® Color Picture Solution: with Patch M| Miihibamuer

High Tech International

Protective (Holo-) Patch

Laser engravinginsidecard
Printon card surface
Card Body
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MB Alfresco Color Picture: with Partial Patch M Miihlbauer

High Tech International
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MB Alfresco® Color Picture Solution with Liquid Coating M | Miihlbauer

High Tech International

Laser Engraving Inside Card
Liquid Coating

Printon Card Surface

Card Body
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MB Alfresco® Color Picture Solution: with Liquid Coating @ M

Miaikellrzaney

High Tech International

DOD Print: CMY
DOD Print: Liquid Coating

Laser Engraving

=> Secure Color Picture

MB Alfresco® with Liquid Coating

5/8/2019
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Liquid Coating: much more than just protection M| Miihibauer

I High Tech International

2. Security Concept I 3. Design Feature I

5/8/2019
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Liquid Coating

Durability

M | Miihlbauer

High Tech International

Print Protection

5/8/2019
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Liquid Coating: External Certificats M| Miihibauer

High Tech International

MB Test procedure Status L= =3 L) SMITHERS
Adhesion or Blocking PASSED 10 Carg Laboratory @

Contact:

7 7 tay ,\/'
Resistance to chemicals PASSED L e I i

listed 1 the cerfficate.

Dynamic bending stress PASSED fierepribin Smithers Pira

bochm@fogra.ong

PASSED p——

Dynamic torsional stress

Xenon arc light exposure PASSED _ Testreport Test Certificate: ID Card Testing

SU rfaC e Ab rasion PASS ED Digital copy of a test report by Fogra. In case of doubt, only the original written test

report is binding. This is to certify that the following sample ID cards have been tested at

Plasticized vinyl storage PASSED rder o Fogrl: onduce acooing o KSOUEE 26788.1 90 103731 rin et methds
Wear an d SO II teSt PASSED Issued: 2019-03-20 described in ISOAEC 24788-2, IS0 7810 and ISO 10373-1
Fogra Expert: Manuel Bshm Smithers Pira Report Reference:  18-149003
Temperature shock PASSED ot of report: 2% May 2015
- " No. of pages : 3 pages Sample Reference: ‘MB Alfresco color image with liquid
Temp and humidity cycling PASSED coating’

Fogra
ient: i i Ferseungarstt T - " "
CrOSS_Cuttln test PASSED Client: Milhlbauer ID Services GmbH g T Adhesion or blocking" ~ ~
Mr. Martin Ederer Resistance o chemi » and soil teet ~
Josef Mihlbauer Platz 1 Enstainring 12 . . .
93426 Roding BS002 ASTTREIM b g:m ""ﬂ"" ¢ " LS humidity ageing* |+
Germany Tel +43 88 421 02-0 < <
Fax +40 80, 431 82 - 100 Resis@nce to hear* - humidity cycling® |
Date of order: 2018-02-20 s s o Light exposure plus dynamic | Cross cur adhesion* -

: Highest Perfect light  Color picture Lifetime of
‘ ~ durability IENUESS combined laser more than 10

engraving years* 5/8/2019
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Liquid Coating: Wear & Soil Test

Muzkhllrzaser

High Tech International

LQC is more
resistant than
PC itself !

5/8/2019
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Liquid Coating M |MiihIbamer

High Tech International

LQC
part of the security concept

Security

.‘ 5/8/2019

Muhlbauer Group 22




Miihlbhamer

High Tech International

LQC: Enhanced Security Concept M

4

Liquid
Coating

Vision

MB Alfresco & Patch

. 2016-2019
2014

5/8/2019
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LQC / Security Concept: Translucent Inks Miihillhamer

High Tech International

L o) M
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High Tech International

LQC / Security Concept: Tactile Features M Miihlbauer

o

Reliefs & tactile engravings are visible &
verificable when covered with LQC

Microtext still is visible after coating! I

Attack of the Liquid coating by abrasion to
manipulate the color picture below would lead
to destruction of the relief structure

5/8/2019
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High Tech International

LQC / Security Concept: Variable Data g 5 @

2ty £;’,£:;£;

| LQC Negative ,Embossed” LQC Negative ,Embossed” & UV | | LQC Positive ,Embossed”

5/8/2019
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Miihlbhamer

High Tech International

LQC / Security Concept: Data transition into Laser Image %@/ M

Visible Light IR-Light

| | LQC with perso

embossed data

Personalized data of LQC get’s
transferred into the Laser Image!

5/8/2019
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LQC/ Security Concept: examples for invisible fluorescent colors

@ M S
High Tech International

INVISIBLE FLUORESCENT BLUE

LQC as invisible
fluorescentink

by DOD Printer

5/8/2019
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LQC / Security Concept: extended to Visa Page M| Miihibauer

High Tech International
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Multi Color UV on Paper
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Liquid Coating M| Miihibauer

High Tech International

LQC

as Design Element ClEl
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Liquid Coating: Contours & Shapes
Meikellramoper

High Tech International

Partial Coating | Contour Coating | Flat Coating

\
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LQC: Flat M| Miihibauer

High Tech International

b_ﬂ_”_”_ﬂ_ﬂ_ﬂ_J

1. Card Body with Cavity

2. Print into Cavity (CMY)

3. Fill up cavity with liquid coating
4. Laser Engraving

=> Flat LQC I
‘
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LQC: Dome or Flat

353.845

300.000

243.485 g0

e
Pty ‘|\"

LQC as ,Dome“:

High Tech International

M Miihibhamner

~30um

um
500.000 1000.000 1500.000 2000.000 2544.298
[ [Horz. dist.]Hght. diff[ Hght. 3| Angle [C.5.len_[C.5. area] R [Com » P —
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um
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Liquid Coating as Design Element : Relief Coating M| Miihlbauer

High Tech International

MOUHLBAUER GROUP
REPUBLIC OF TECURITY -
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Liquid Coating M| Miihlbamuer

High Tech International

MB Alfresco with LQC
an affordable Feature?

.‘ - 5/8/2019
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Liquid Coating: Costs M| Miihlbamuer

High Tech International

Print / consumables

020 = Cost per Card

@ Retransfer + Patch

—
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D2T2+Patch . e
Alfresco + Patch \
*

0,10 == \

0,15 =

.

\ Embedded Picture

.

0,05 = \

.

Inkjet + LQC Alfresco + LQC
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Miilllbhases

High Tech International

ID-1 Perso Portfolio: Central / Decentral / Forensic Identic M

=/l H\;ﬂll'glll I

/|

SCP6000 DOD

MB Alfresco ® Full Color High Speed

5/8/2019
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|D3 Portfolio: Central / Decentral / Forensic Identic M| Miihibamer

High Tech International

ID6 Print ID60 plus

MB Alfresco ®

5/8/2019
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Security Concept M| Miihlhamner

High Tech International

aga

= SMART &
¢ FACTORY o
> K~

=

Materials Standards Tests and Security and Personalization Production
Qualifications Design Biometrics & Data Environment

Miihlbauer Document Solution

5/8/2019
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MUHLBAUER GROUP
Josef-Muhlbauer-Platz 1
93426 Roding

Tel.: +49 9461 952 0

Fax: +49 9461 952 1101
Mail: info@muehlbauer.de
Web: www.muehlbauer.de

High Tech International




